CTF{EdL: (ZEFATI2XHRS

Exported on 2025/12/6 at GMT+8 23:44:02 from Cursor (2.1.46)

User

ZINHE T MESE2XHRFHERIF, LTHERETENERNXETEHEZR, AFNEE
BERIIAAIARY 7T LA R E R EAYE RIS ?

XE—ECTFIEE BRIREERE fathivmdkZ 4

Cursor

WETFERFRIH:
GENMHARN, FEHDHTZ VMDK 34

W5 Python IR HTiZ VMDK 4R FAT32 £543:

#!/usr/bin/env python3

# -*- coding: utf-8 -*-

FAT32 XRS5 TR

T3 M 3R B VMD K ST AR I & R Bt (5 15

wnn

import struct
import os

def read_boot_sector(data):
"UUSREFAT325 SR X AR
print("=" * 60)
print("FAT32 5| SmXH")
print("=" * 60)

# FAT325| 3 RX 4544

# {mF0x00-0x02: Jumpii4

jump = data[0:3]
print(fF"BkE4E4: {jump.hex()3}")

# {RF%0x03-0x0A: OEM# K
oem = data[3:11].decode('ascii', errors="ignore')
print(f"oEM#ZFr: {oem}")

# WMBO0X0B-0x0C: %Xk
bytes_per_sector = struct.unpack('<H', data[11:13])[0]
print(f"&mX74#: {bytes_per_sector}")

# WMFE0X0D: HFF% XL
sectors_per_cluster = data[13]


af://n0

print(f"4&H#%H X% : {sectors_per_cluster}")

# ImF20X0E-OXOF: 135 X %
reserved_sectors = struct.unpack('<H', data[14:16])[0]
print(f"{A% X% : {reserved_sectors}™)

# MFs0x10: FATERERE
num_fats = data[16]
print(f"FATR%E: {num_fats}")

# WE0x11-0x12: HRHFZKEE (FAT329dE % N0)
root_entries = struct.unpack('<H', data[17:19])[0]
print(f"#HH5%H%: {root_entries}")

# fWF0x13-0x14: MHIXE (V)
total_sectors_small = struct.unpack('<H', data[19:21])[0]
print(f"SmX% (/) @ {total_sectors_small}")

# WFE0x15: AT AT
media_desc = data[21]
print (F"#EA&HE ST Ox{media_desc:02x}")

# WE0x16-0x17: FFATHI X% (FAT12/16)
sectors_per_fat_old = struct.unpack('<H', data[22:24])[0]
print(f"&FATHEX % (IH) : {sectors_per_fat_old}")

# ImF0x18-0x19: A:MiE i X %L
sectors_per_track = struct.unpack('<H', data[24:26])[0]
print (f"&rLiER X% : {sectors_per_track}")

# fmFB0x1A-0x1B: i3k
num_heads = struct.unpack('<H', data[26:28])[0]
print(f"#ik%: {num_heads}™)

# fRFZ0Xx1C-0x1F: Fajsim X %
hidden_sectors = struct.unpack('<I', data[28:32])[0]
print(f"[E X% {hidden_sectors}™)

# WB0x20-0x23: MEXEH (KO
total_sectors = struct.unpack('<I', data[32:36])[0]
print(f" S XE (K) @ {total_sectors}")

# {RF0x24-0x27: HFFATHIIX % (FAT32)
sectors_per_fat = struct.unpack('<I', data[36:40])[0]
print (f"4&FATH X% (FAT32) : {sectors_per_fat}")

# ImF20x28-0x29: ¥ BirE
ext_flags = struct.unpack('<H', data[40:42])[0]
print(f"¥ JEtrE: Ox{ext_flags:04x}")

# WMBOXx2A-0x2B: LI RSGRA
fs_version = struct.unpack('<H', data[42:44])[0]
print(f" X &4hA: {fs_version}")

# WB0x2C-0x2F: HWHZEKES
root_cluster = struct.unpack('<I', data[44:48])[0]



print(f"MEFE#ES: {root_cluster}")

# Im#0x30-0x31: FSInfolilX 5
fsinfo_sector = struct.unpack('<H', data[48:50])[0]
print(f"FSinfofilX5: {fsinfo_sector}")

# W0x32-0x33: &Ml FHEIX
backup_boot = struct.unpack('<H', data[50:52])[0]
print(f"&% 5 S X : {backup_boot}")

# 1f0x52-0x59: Hix
volume_label = data[71:82].decode('ascii', errors="ignore').strip()
print(f"%&#r: {volume_label}")

# MFEOX5A-0x61: SUHF ARG
fs_type = data[82:90].decode('ascii', errors='ignore').strip()
print(f"CfF RS {fs_type}™)

print("=" * 60)

return {

'bytes_per_sector': bytes_per_sector,
'sectors_per_cluster': sectors_per_cluster,
'reserved_sectors': reserved_sectors,
"num_fats': num_fats,
'sectors_per_fat': sectors_per_fat,
'root_cluster': root_cluster,
'total_sectors': total_sectors if total_sectors > 0 else

total_sectors_small,
'fsinfo_sector': fsinfo_sector,
'"backup_boot': backup_boot

def analyze_fat_table(data, boot_info):
" TEATR"
print("\n" + "=" * 60)
print ("FATER M)
print("=" * 60)

bytes_per_sector = boot_info['bytes_per_sector']
reserved_sectors = boot_info['reserved_sectors']
sectors_per_fat = boot_info['sectors_per_fat']

# FATREMAE
fat_start = reserved_sectors * bytes_per_sector
fat_size = sectors_per_fat * bytes_per_sector

print(f"FATE LM : Ox{fat_start:X} ({fat_start} F¥)")
print(f"FATE K/h: {fat_size} ¥H")

# WIFATRAT A% H
fat_data = data[fat_start:fat_start + min(fat_size, 1024)]
print(f"\nFATERHI3274H (AT128%5) ™)
for i in range(0, min(32, Ten(fat_data) // 4)):
offset =i * 4
if offset + 4 <= len(fat_data):



entry = struct.unpack('<I', fat_data[offset:offset+4])[0]
entry_val = entry & OXOFFFFFFF # FAT32fli (k2847
if entry_val != 0:

print(f" FAT[{i}]: Ox{entry_val:08x} ({entry_val})")

return fat_start, fat_size

def search_hidden_data(data):
U 22 SR 1 S A AR

print("\n" + "=" * 60)
print ("R GG B ERE")
print("=" * 60)

# HRE WAICTFhRER

patterns = [
(b'flag{", 'flagf&X'),
(b'FLAG{"', 'FLAGKEZ'),
(b'ISCTF{', 'ISCTFK=R"),
(b'isctf{', 'isctfig"),
(b'ctf{", 'ctfis"),
(b'cTr{", 'CcTFiEA"),

for pattern, desc in patterns:
pos = data.find(pattern)
if pos != -1:
# SRR e AR
end_pos = data.find(b'}', pos)
if end_pos != -1:
flag = data[pos:end_pos+1].decode('ascii', errors="ignore')
print(f"\nk#l{desc}tr&/EfmE Ox{pos:X} ({pos} FI):")
print(f" W%: {flag}™)
# SR ETX
context_start = max(0, pos - 32)
context_end = min(len(data), end_pos + 32)
context = data[context_start:context_end]
print(f" LR (F75EEED ™)
print(f" {context.hex()}")

# RO FTEIASCII 45 &
print("\ni# R TEIASCITF/FH (K&E>=10) ")
current_str = b""'

strings_found = []

for i, byte in enumerate(data):
if 32 <= byte <= 126: # W#IEIASCII
current_str += bytes([byte])
else:
if Ten(current_str) >= 10:
strings_found.append((i - len(current_str), current_str))
current_str = b"'

# INHT 20NN B AT R
strings_found.sort(key=lambda x: Ten(x[1]), reverse=True)
for offset, s in strings_found[:20]:

try:



decoded = s.decode('ascii')

if any(keyword in decoded.lower() for keyword in ['flag’,

'hidden', 'key', 'password', 'isctf']):

print(f" W Ox{offset:x}: {decoded[:100]}")

except:
pass

def analyze_root_directory(data, boot_info):
TR H
print("\n" + "=" * 60)
print ("R HZFSH)
print("=" * 60)

bytes_per_sector = boot_info['bytes_per_sector']
sectors_per_cluster = boot_info['sectors_per_cluster']
reserved_sectors = boot_info['reserved_sectors']
sectors_per_fat = boot_info['sectors_per_fat']
num_fats = boot_info[ 'num_fats']

root_cluster = boot_info['root_cluster']

# SRR IXGRG A B

data_start = (reserved_sectors + num_fats * sectors_per_fat) *

bytes_per_sector

# WRHFERBAME (WIRHFES 15D
cluster_size = sectors_per_cluster * bytes_per_sector

root_start = data_start + (root_cluster - 2) * cluster_size

print (F" &I X iLisMmEs: Ox{data_start:x} ({data_start} i
print(f"# 03426 Mm%s: Ox{root_start:X} ({root_start} i

‘,4—04")

print(f"#%AK/N: {cluster_size} F7

# BEURH®ZEH (BAN%HE329D
root_data = data[root_start:root_start + cluster_sizel]

print(f"\nfRH%H 51257 ")

for i in range(0, min(16, len(root_data) // 32)):
offset = i * 32
entry = root_data[offset:offset+32]

# KA RGNTEHKE
if entry[0] == 0x00 or entry[0] == OXE5:
if entry[0] == OxE5:
print(f" %H {i}: [CWEI"™)
continue

# M (8T + FRA 3T

filename = entry[0:8].decode('ascii', errors='ignore').strip(Q
ext = entry[8:11].decode('ascii', errors='ignore').strip(Q)

fullname = f"{filename}.{ext}" if ext else filename

# JEtE

attr = entry[11]

attr_str = []

if attr & 0x01: attr_str.append('Hik")
if attr & 0x02: attr_str.append('[&jE")

'secret’',



if attr & Ox04: attr_str.append('%#%")
if attr & 0x08: attr_str.append('&Ehs")
if attr & 0x10: attr_str.append('Hx")
if attr & 0x20: attr_str.append('/A#4")

# HIEHES (F16A77E0x14-0x15, {K16/77E0Xx1A-0X1B)
cluster_high = struct.unpack('<H', entry[20:22])[0]
cluster_low = struct.unpack('<H', entry[26:28])[0]
cluster = (cluster_high << 16) | cluster_low

# SR

file_size = struct.unpack('<I', entry[28:32])[0]

if fullname.strip('.'):
print(f" %H {i}: {fullnamel}")

print(f" JEME: Ox{attr:02x} ({',
"EESCET M)

print(f" % {cluster}™)

print(f" RN {file_size} T

print(f" % {entry.hex(O}"™)

def hex_dump(data, offset, length=512):

B A i il A
print(f"\nfi#% Ox{offset:x} Wt NitfliElE ({1e

'.joinCattr_str) if attr_str else

")

ngth} =99 ™)

for i in range(0, min(length, len(data) - offset), 16):
hex_str = ' '".join(f'{b:02x}"' for b in data[offset+i:offset+i+16])
ascii_str = ''.join(chr(b) if 32 <= b <= 126 else '.' for b in

data[offset+i:offset+i+16])

print(f" {offset+i:08x}: {hex_str:<48}

def main(Q):

filename = '1.vmdk'

if not os.path.exists(filename):
print(f"#i%: XfF {filename} AfF{E™)
return

print(f" B0tk {filename}™)
print(f"xxfAk/h: {os.path.getsize(filename)}

with open(filename, 'rb') as f:
data = f.read()

# M5 SR X

boot_info = read_boot_sector(data)

# SHTFATER

{ascii_str}")

FAN\N")

fat_start, fat_size = analyze_fat_table(data, boot_info)

# i H Sk
analyze_root_directory(data, boot_info)

# R
search_hidden_data(data)

# IR 1S X N R i



hex_dump(data, 0, 512)

# RIRFATRIT LMo s i
hex_dump(data, fat_start, 512)

# REXNL X

if boot_info['backup_boot'] > 0:
backup_offset = boot_info['backup_boot'] * boot_info['bytes_per_sector']
print(F"\nf& &% M5 X (R Ox{backup_offset:x}) :")
hex_dump(data, backup_offset, 512)

# KMAFSInfoX
if boot_info['fsinfo_sector'] > 0:
fsinfo_offset = boot_info['fsinfo_sector'] *
boot_info['bytes_per_sector']
print(f"\nf&&FSInfof X (s Ox{fsinfo_offset:x}) :")
hex_dump(data, fsinfo_offset, 512)

if _name_ == '_main__":
main()

EATHIA DT VMDK 3244

User

python3

Cursor

{3 python3 Z4TRIA :

MHFFELE"KDMY", IRBRIXRE VMDK &2aX (4, FRIRIA FAT32 5Rff. FEFMT VMDK 80, 1ZEX
Hp9 FAT32 $0E. mERIARENT VMDK FERL FAT32 $E:

#!/usr/bin/env python3
# -*- coding: utf-8 -*-
VMDK Al T2
FEEUVMDK [ FAT 3 2 5 34

import struct
import os

def parse_vmdk_header(data):
R HTVMDK SR
print("=" * 60)
print("VMDKSCAESLE AT
print("=" * 60)

# VMDKCAEEH DL "KDMV" T3k (VMwaretg =)



if data[0:4] == b'KDMV':
print("KFEvMwvare VMDKIE ")

# TEHLVMDK )k 4 )

# M0x00-0x03: JEZXL "KDMV"
magic = data[0:4]
print(f"fE$: {magic}™)

# ImF0x04-0x07: A
version = struct.unpack('<I', data[4:8])[0]
print(f"iA: {version}")

# ImF50x08-0x0B: #ri&
flags = struct.unpack('<I', data[8:12])[0]
print(f"#rd: Ox{flags:08x}")

# WE0X0C-0x0F: & (HIXED
capacity = struct.unpack('<1', data[12:16])[0]
print(f"# & : {capacity} BIX ({capacity * 512} F#¥)")

# W0x10-0x13: Hkij¥
grain_size = struct.unpack('<I', data[16:20])[0]
print(f"¥i/Z: {grain_size} HIX")

# i 0x14-0x17: RF WA
desc_offset = struct.unpack('<I', data[20:24])[0]
print(f"#iRFFmE: 0x{desc_offset:x} ({desc_offset} Fii)")

# WE0x18-0x1B: HFHiRFF A/
desc_size = struct.unpack('<I', data[24:28])[0]
print(f"#&5 K/ h: {desc_size} F#4")

# WOX1C-0x1F: X%k
num_sectors = struct.unpack('<I', data[28:32])[0]
print(f" X% : {num_sectors}")

# WFE0x20-0x23: FIX A/
sector_size = struct.unpack('<I', data[32:36])[0]
print(f"BEX k/h: {sector_size} =F=7i")

# WMB0x24-0x27: 138
reserved = struct.unpack('<I', data[36:40])[0]
print(f"f&f¥ : Ox{reserved:08x}")

# fmF20x28-0x2B: AUUID
parent_uuid = data[40:56]
print(f"Auuib: {parent_uuid.hex()1}")

# fW0x2C-0x3F: UUID
uuid = data[56:72]
print(f"uuID: {uuid.hex()}")

# AR SBR A T AR A

# VMDKHHiAE A, H i fE Sk 2 )5

# THRFAT325] 55 X FIRHE (OXEBBETE 4 ELOXED)
print("\n8EFAT325| 5 X4FME. .. ")



0x80):

T

)™

FAT325| 5 b5 X FAE -

- W#0x00: OXEB B OXE9 (Mk¥154)

- {mfE0x03-0x0A: OEMAFK CE¥H /& "MSWINA . 1" 5240
- fW#0x36-0x39: AEFATH X% (FAT32)

- {Wf0x52-0x59: "FAT32"FRif

H OH OH OH R

for offset in range(0, min(len(data), 65536), 512): # #5127 d Ik
if offset + 512 > len(data):
break

sector = datal[offset:offset+512]

# KBRS
if sector[0] in [OxEB, OxE9] or (sector[0] == OxE8 and sector[l] <

# K fXOEMA X

oem = sector[3:11].decode('ascii', errors="ignore')

# RAFAT32451R

fs_type = sector[82:90].decode('ascii', errors='ignore').strip(Q)

if "FAT' in fs_type or 'MSWIN' in oem or 'MSDOS' in oem:
print(f"\nkI I HEFIFAT325] S X EfmFs: Ox{offset:X} ({offset}

print(f" B4 Ox{sector[0]:02x}")
print(f" OEMZ#: {oem}")
print(f" HRGHKA: {fs_typel™)

# BR5ISEX A

print(f"\n5| S mX-+/xitflEaE: ")

for i in range(0, 512, 16):
hex_str = ' '.join(f'{b:02x}"' for b in sector[i:i+16])
ascii_str = ''.join(chr(b) if 32 <= b <= 126 else '."' for

b in sector[i:i+16])

print(f" {i:04x}: {hex_str:<48} {ascii_str}")

return offset

print ("\nRKBFHEMFATI25 2R X, S HARE. ™)

# WIREARE], FTREVMDKE MmN, E A A B
# BOE B AN E W i
# 38 VMDK k5 i At H
possible_offsets = [512, 1024, 2048, 4096, 8192]
for offset in possible_offsets:
if offset < Ten(data):
sector = data[offset:offset+512]
print(f"\nit & {mfs Ox{offset:Xx}:")
print(f" #1657 : {sector[0:16].hex()}")
if sector[0] in [OxEB, OxE9, OxE8]:
oem = sector[3:11].decode('ascii', errors="'ignore")
print(f" oEM: {oem}")
if 'MS' in oem or 'FAT' in sector[82:90].decode('ascii',

errors="1ignore'):

return offset



return None

else:
print ("ARARMEFIVMDKAS X, X EEAENFATI20Hr. .. ™)
return 0

def extract_fat32_from_vmdk(vmdk_data, fat32_offset):
" MVMDK H AR ELFAT 3254
if fat32_offset is None:
print (" JCiEHE FAT3 25 A an i &)
return None

print(f"\n)\H# Ox{fat32_offset:X} EFAT3I2%#E...")

# TRHCZ AW I 16 1 AT A At
fat32_data = vmdk_data[fat32_offset:]

# RAE I SCAF

output_file = 'fat32_disk.img'

with open(output_file, 'wb') as f:
f.write(fat32_data)

print (f"FAT32Z 85 C 4282 : {output_file}")
print(F"#EMMEdE RN {Ten(fat32_data)} Fii")

return fat32_data

def main(Q):
filename = '1.vmdk'

if not os.path.exists(filename):
print(f"#i%: XfF {filename} AfF{E™)
return

print (f" IEZEfHTVMDK I . {filename}™)
print(f"xffk/h: {os.path.getsize(filename)} Fii\n")

with open(filename, 'rb') as f:
data = f.read()

# fEHNTVMDIKL
fat32_offset = parse_vmdk_header(data)

# PREFAT32%4E
if fat32_offset is not None:
fat32_data = extract_fat32_from_vmdk(data, fat32_offset)

if fat32_data:
print ("\nIL7E A DL HT B FAT3 20 7D
print (%547 analyze_fat32.py JfdgE I SCHE™)
if _name__ == '_main__"':
main(Q)



B TRIAAENT VMDK 3214

7E(m# 0x200 &h&HL "Disk Descriptor”, 1OEIZXIFFEKLIREWERTS :

#!/usr/bin/env python3
# -*- coding: utf-8 -*-

i

PRIE D HTVMDKSC A, EEFRFAT32 44

LIRIRT]

import struct
import os
import re

def hex_dump(data, offset, length=512):
S WAy il A
print(f"\nfwfs Ox{offset:Xx} M+ N#thl4ME ({Tength} =35 ")
for i in range(0, min(length, len(data) - offset), 16):

hex_str = ' '.join(f'{b:02Xx}"' for b in data[offset+i:offset+i+16])

ascii_str = "'.join(chr(b) if 32 <= b <= 126 else '.' for b in
data[offset+i:offset+i+16])
print(f" {offset+i:08x}: {hex_str:<48} {ascii_str}")

def find_all_strings(data, min_len=4):
"R AT TRl A A
strings = []
current = b'"'
start_pos = 0

for i, byte in enumerate(data):
if 32 <= byte <= 126:
if len(current) ==
start_pos = i
current += bytes([byte])
else:
if len(current) >= min_len:
try:
s = current.decode('ascii')
strings.append((start_pos, s))
except:
pass
current = b''

if len(current) >= min_len:
try:
s = current.decode('ascii')
strings.append((start_pos, s))
except:
pass

return strings

def search_fat32_signatures(data):
"""T%’:%E:FATSZL{'A%’? min



print("=" * 60)
print (" ZERFAT3I2HFE™)
print("=" * 60)

# FAT325| 5 k5 X RFE

signatures = [
(b"MSWIN4.1', 'MSWIN4.1l OEM'),
(b'MSDOS5.0', 'MSD0OS5.0 OEM'),
(b'FAT32', 'FAT324niH’
(b'FAT16", 'FAT16H5H" ),
(b'FAT12', 'FAT1243H"),

for sig, desc in signatures:
pos = data.find(sig)
if pos !I= -1:
# WAERGERXLT (5125505
sector_offset = pos % 512
sector_start = pos - sector_offset

print(f"\nk¥i{desc}EMt Ox{pos:x3}"™)
print(f" FrfERXiLds: Ox{sector_start:Xx}")
print(f" HBXAHE: {sector_offset}")

# B fhes FHX
if sector_offset == 3 and sector_start + 512 <= len(data):
sector = data[sector_start:sector_start+512]
if sector[0] in [OxEB, OXE9, 0xE8]-
print(f" v #agasl SEKX (B4 0x{sector[0]:02X3}) ")
hex_dump(data, sector_start, 512)
return sector_start

return None

def analyze_vmdk_structure(data):
M HTVMDKCSC AR R
print("=" * 60)
print ("VMDKSCHEE R SR )
print("=" * 60)

# SNk
hex_dump(data, 0, 1024)

# BB
desc_pos = data.find(b'# Disk Descriptor')
if desc_pos != -1:

print(F"\n kI ERBTFEMRE : Ox{desc_pos:X}")
hex_dump(data, desc_pos, 512)

# ERPIARFFE R GBS TR E L)
desc_end = data.find(b'\n\n', desc_pos)

if desc_end == -1:
desc_end = data.find(b'# The Disk Data Base', desc_pos)
if desc_end != -1:

print (F"\nf#R #0459 11 Ox{desc_end:X}")
hex_dump(data, desc_end, 512)



# BIRPTE AT EN AT
print("\nEKRITA AT (KE>=8) ")
strings = find_all_strings(data, 8)
for pos, s in strings[:30]: # &E/REI30)
if any(keyword in s.lower() for keyword in ['fat',6 'disk',

'cluster', 'boot', 'flag', 'secret']):

print(f" {W#% Ox{pos:x}: {s[:80]}")

# HZRFATI2HHIE
fat32_offset = search_fat32_signatures(data)

if fat32_offset:
return fat32_offset

# R R, SR AR B
# VMDKHFHiA% aUrh, FmEH AT 2 )G
print("\nZilEREHE. .. ")

# EIRATREM B XA (5127 % SR AR )
for offset in range(0, min(len(data), 100000), 512):
if offset + 512 > len(data):
break

sector = data[offset:offset+512]
# EREE TS5 XEHE

if sector[0] in [OxEB, OxE9, OxE8]:
# KERXAKRERZGHOXSS5AA (5] 5 HIXZE4)

'sector’',

if len(sector) >= 512 and struct.unpack('<H', sector[510:512])[0] ==

OXAA55:

def

print(f"\nkI Al fEl 5] S5 X EMmFZ: 0x{offset:X}")
hex_dump(data, offset, 512)

# R OEMAI X R4
oem = sector[3:11].decode('ascii', errors="'ignore')

fs_type = sector[82:90].decode('ascii', errors='ignore').strip()

print(f" OEM: {oem}")
print(f" HRZGHKM: {fs_type}™)

if '"FAT' in fs_type or 'MS' in oem:
return offset

return None

main():
filename = '1.vmdk'

if not os.path.exists(filename):
print(fF"#i%: X {filename} AfF/E")
return

print (f" IEEFE D HrvMDK I 4E: {filename}™)
print(f"xxffk/h: {os.path.getsize(filename)} Fii\n")

with open(filename, 'rb') as f:



data = f.readQ)

# /) HTVMDKEE I
fat32_offset = analyze_vmdk_structure(data)

if fat32_offset:
print(f"\n{'="%*60}")
print(F"#&kBIFATI2 s A7 E : Ox{fat32_offset:X3}")
print(F'{'="%60}")

# FEELFAT32%04E

fat32_data = data[fat32_offset:]

output_file = 'fat32_disk.img'

with open(output_file, 'wb') as f:

f.write(fat32_data)

print (f"FAT32%0 8 O 42 M3 : {output_filel}")

print(F"IEE A %EEE LK/ : {1en(fat32_data)} ™)
else:

print ("\nAKILBIFAT3I2HHE, waesE Lt

if _name__ == "_main__":
main()

EE| FAT32 ERIZE (fRF 0x60000) , DHTIRENAY FAT32 &%, BEBRIIAMIRREIES:

#!/usr/bin/env python3
# -*- coding: utf-8 -*-
ST HEEU FAT 32 A 48 4%
RPN 385 S

won

import struct
import os

def read_boot_sector(data):
"M FAT325] B X E A
print("=" * 60)
print("FAT32 5| SmXiE4HH™)
print("=" * 60)

if len(data) < 512:
print("#R: BEERAD, AEAKWGISEX™)

return None

# tEyl SR XAE4
boot_signature = struct.unpack('<H', data[510:512])[0]
if boot_signature != OxAA55:
print(f" &% : SIS ERXELAER: 0x{boot_signature:04X} (MNiZZE0xAA55)")
else:
print("v 51SBX%&4ER: OXAA55™)

# BhFIE4L
jump = data[0:3]



print(F"Bk%$E4: {jump.hex()} ({jump[0]:02X3)")

# OEMZ K
oem = data[3:11].decode('ascii', errors="ignore')
print(f"oEM##x: {oem}")

# REHX Y
bytes_per_sector = struct.unpack('<H', data[11:13])[0]
print(f"&mEX74i%: {bytes_per_sector}")

# AR XA
sectors_per_cluster = data[13]
print(f"4&#EF X% : {sectors_per_cluster}")

# PRE R IXEL
reserved_sectors = struct.unpack('<H', data[14:16])[0]
print(F"{#/ X% : {reserved_sectors}")

# FATERH =
num_fats = data[16]
print(f"FATESE: {num_fats}")

# WREFEEEE (FAT32HiE S N0)
root_entries = struct.unpack('<H', data[17:19])[0]
print(f"#HH5% H%: {root_entries}")

# BEXE O
total_sectors_small = struct.unpack('<H', data[19:21])[0]
print(f"& X% (/) : {total_sectors_small}™)

# AR T
media_desc = data[21]
print (f" AR5 Ox{media_desc:02x}")

# BFATHIX% (FAT12/16)
sectors_per_fat_old = struct.unpack('<H', data[22:24])[0]
print(f"&FATH X% (IH) : {sectors_per_fat_old}")

# BRRLE I XA
sectors_per_track = struct.unpack('<H', data[24:26])[0]
print (f"&rLiEHXE: {sectors_per_track}")

# WL
num_heads = struct.unpack('<H', data[26:28])[0]
print(f"# % : {num_heads}")

# BRgE e X EL
hidden_sectors = struct.unpack('<I', data[28:32])[0]
print(f"[E X% {hidden_sectors}™)

# B EXE CRD
total_sectors = struct.unpack('<I', data[32:36])[0]
print(f"&mEX%E (k) : {total_sectors}")

# RFATHIXE (FAT32)
sectors_per_fat = struct.unpack('<I', data[36:40])[0]



print (f"4&FATH X% (FAT32) : {sectors_per_fat}")

# P ERE
ext_flags = struct.unpack('<H', data[40:42])[0]
print(f"¥ JEbrdi: Ox{ext_flags:04x}")

# XHRGA
fs_version = struct.unpack('<H', data[42:44])[0]
print(f" R4 A : {fs_version}™)

# RERXES
root_cluster = struct.unpack('<I', data[44:48])[0]
print(f"#H5%#%%: {root_cluster}")

# FSInfol#lX 5
fsinfo_sector = struct.unpack('<H', data[48:50])[0]
print(f"FSinfofilX5: {fsinfo_sector}")

# %5 S X
backup_boot = struct.unpack('<H', data[50:52])[0]
print(f"#& %5 $5X: {backup_boot}")

# BIFHS
volume_serial = struct.unpack('<I', data[67:71])[0]
print(f"#&F%5: Ox{volume_serial:08x}")

# 3% */J{
volume_Tlabel = data[71:82].decode('ascii', errors="ignore').strip(Q)
print(f"##Fr: '{volume_label}'")

# HFRGEA
fs_type = data[82:90].decode('ascii', errors='ignore').strip()
print(f" - &#5125%: "{fs_type}'™)

print("=" * 60)

return {

'bytes_per_sector': bytes_per_sector,

'sectors_per_cluster': sectors_per_cluster,

'reserved_sectors': reserved_sectors,

"num_fats': num_fats,

'sectors_per_fat': sectors_per_fat,

'root_cluster': root_cluster,

'total_sectors': total_sectors if total_sectors > 0 else
total_sectors_small,

'fsinfo_sector': fsinfo_sector,

"backup_boot': backup_boot,

'volume_serial': volume_serial,

'volume_label': volume_label

def analyze_fat_table(data, boot_info):
o TEATR !
print("\n" + "=" * 60)
print("FATESHT")
print("=" * 60)



boot_info['bytes_per_sector']
boot_info['reserved_sectors']

bytes_per_sector
reserved_sectors
sectors_per_fat = boot_info['sectors_per_fat']
num_fats = boot_info[ 'num_fats']

# FATREILOE
fat_start = reserved_sectors * bytes_per_sector
fat_size = sectors_per_fat * bytes_per_sector

print(f"FATERIEAMWF : Ox{fat_start:X} ({fat_start} F3F)")
print(f"&AFATE K/ : {fat_size} FT")
print(f"FAT#%&E: {num_fats}")

if fat_start + fat_size * num_fats > len(data):
print(f"#&%: FATREBEIEEE")
return None, None

# R — A FATR
fatl_data = data[fat_start:fat_start + fat_size]

print(f"\nZE —AFATEAI64MH ™)
for i in range(0, min(64, Ten(fatl_data) // 4)):
offset =i * 4
if offset + 4 <= len(fatl_data):
entry = struct.unpack('<1', fatl_data[offset:offset+4])[0]
entry_val = entry & OXOFFFFFFF # FAT32{# {287

nn

status =
if i == 0O:
status = " (A"
elif entry_val == 0:
status = " (ZFH)"
elif entry_val == OXOFFFFFF7:
status = " CGFFE)"
elif entry_val >= OxOFFFFFF8:
status = " (AR "

elif entry_val >= 2:
status = " (% {entry_val})"

if entry_val != 0 or i < 10:
print(f" FAT[{i}]: Ox{entry_val:08x} ({entry_val}){status}™)

# WAFATE S GA B
print(F"\niE&FATR M. . .")
zero_entries = sum(l for i in range(0, len(fatl_data), 4)
if struct.unpack('<1', fatl_data[i:i+4])[0] & OXOFFFFFFF

print(f" =W%&H%: {zero_entries}")

# WMRAHE AFATER, BT
if num_fats > 1:
fat2_start = fat_start + fat_size
fat2_data = data[fat2_start:fat2_start + fat_size]

if fatl_data == fat2_data:
print(f" v WAFATR—EH")



else:
print(f" X WANFATEA 2! 0] REA B BEREEE ")
# HWHER
diff_count = 0
for i in range(0, min(len(fatl_data), len(fat2_data)), 4):
if fatl_data[i:i+4] != fat2_data[i:i+4]:
diff_count += 1
if diff_count <= 10:
el = struct.unpack('<1', fatl_data[i:i+4])[0] &

OXOFFFFFFF

e2 = struct.unpack('<1', fat2_data[i:i+4])[0] &
OXOFFFFFFF

print(f" %H {i//4}: FAT1=0x{el:08X},

FAT2=0x{e2:08%X}")
print(f" mzER%: {diff_count}™)

return fat_start, fat_size

def analyze_root_directory(data, boot_info):
tUHTIR E s
print("\n" + "=" * 60)
print("HRHZSH™)
print("=" * 60)

bytes_per_sector = boot_info['bytes_per_sector']
sectors_per_cluster = boot_info['sectors_per_cluster']
reserved_sectors = boot_info['reserved_sectors']
sectors_per_fat = boot_info['sectors_per_fat']
num_fats = boot_info[ 'num_fats']

root_cluster = boot_info['root_cluster']

# THELEE X R AL E
data_start = (reserved_sectors + num_fats * sectors_per_fat) *
bytes_per_sector

# WHFSRENE (WIR H RS 15D
cluster_size = sectors_per_cluster * bytes_per_sector
root_start = data_start + (root_cluster - 2) * cluster_size

print (f"$iE X tiam# : Ox{data_start:x} ({data_start} %
print(F"# B EiiismEs: Ox{root_start:x} ({root_start} i
RERD)

print(f"#%k/N: {cluster_size} F7i
print(f"iR H=Zi%ES: {root_cluster}™)

)™
)™

"

if root_start >= len(data):
print("&d: R H R EEEIEET )

return

# SHURERZH (BA%HE327
root_data = data[root_start:root_start + min(cluster_size, len(data) -
root_start)]

print(f"\ntR HxX%&H:")

entry_count = 0

for i in range(0, len(root_data) // 32):
offset = i * 32



entry = root_data[offset:offset+32]

# RN KH

if entry[0] == 0x00:
break

if entry[0] == OxES5:
print(f" %H {i}: [CMBRI™
continue

entry_count += 1

# SUfER (8F) + FREA (3D

filename = entry[0:8].decode('ascii', errors='ignore').strip()
ext = entry[8:11].decode('ascii', errors='ignore').strip()
fullname = f"{filename}.{ext}" if ext else filename

# JE ik

attr = entry[11]

attr_str = []

if attr & Ox01: attr_str.append(' L'
if attr & 0x02: attr_str.append('[aji"
if attr & Ox04: attr_str.append('%%")
if attr & Ox08: attr_str.append('&Hs")
if attr & 0x10: attr_str.append('H")
if attr & 0x20: attr_str.append('/Hf4")

)
)

# RS (H16ALAE0Xx14-0x15, K1647E0XxIA-0x1B)
cluster_high = struct.unpack('<H', entry[20:22])[0]
cluster_low = struct.unpack('<H', entry[26:28])[0]
cluster = (cluster_high << 16) | cluster_Tlow

# LA
file_size = struct.unpack('<I', entry[28:32])[0]

print(f" 4%H {i}: {fullname}")

print(f" JEtE: Ox{attr:02x} ({', '.joinCattr_str) if attr_str else '#
MM

print(f" fah#%: {cluster}™)

print(f" RN {file_size} FHi")

print(f" JiiaEds: {entry.hex(O3}")

print(f"\n&S G2 H%:: {entry_countl}")

def search_hidden_data(data):
2R SRR D AR R

print("\n" + "=" * 60)
print (" RGBSR ERER")
print("=" * 60)

# 1R HE NAICTFhR &M
patterns = [
(b'flag{', 'flagf"),
(b'FLAG{', 'FLAGH'"),
(b'1scTF{', 'ISCTF#%"),
(b'isctf{', 'isctfigzx"),
(b'ctf{"', 'ctfi"),



(b'cTF{', 'cTF"),
(&, '#Em'),
(b'\xe9\x9d\x99"', '#EHiE(UTF-8)"),

found_flags = []
for pattern, desc in patterns:
pos = 0
while True:
pos = data.find(pattern, pos)
if pos == -1:
break
# 2T
if pattern[0] in [b'{'[0], b'('[0]]:
end_pos data.find(b'}', pos) if b'{' in pattern else
data.find(b')', pos)
else:
end_pos = pos + len(pattern) + 50 # Z{ifE%

if end_pos != -1 and end_pos < len(data):
try:
flag = data[pos:end_pos+1].decode('ascii', errors="ignore')
found_flags.append((pos, flag, desc))
except:
pass
pos += 1

if found_flags:
print("\nKI AT RERIFRE ")
for pos, flag, desc in found_flags:
print(f" {m¥ Ox{pos:x}: {flag[:100]} ({desc})™)
else:

print ("RAIRER XKIFRE™)

# A TEIASCITF 4 5

print("\n# R PASCITFAH (KE>=10, B& KT ")
current_str = b"'

strings_found = []

for i, byte in enumerate(data):
if 32 <= byte <= 126: # H[{TEIASCII
current_str += bytes([byte])
else:
if Ten(current_str) >= 10:
try:
decoded = current_str.decode('ascii')
if any(keyword in decoded.lower() for keyword in ['flag’,

'secret', 'hidden', 'key', 'password', 'isctf', 'ctf', "##', 'quiet']):
strings_found.append((i - len(current_str), decoded))
except:
pass

current_str = b"'

# WoRE B FRF
for offset, s in strings_found[:20]:
print(f" W% Ox{offset:x}: {s[:100]13}")



def hex_dump(data, offset, length=512):
B VA il A
print(f"\nfi% Ox{offset:Xx} K+ /Nt fE ({Tength} w4 ™)
for i in range(0, min(length, len(data) - offset), 16):
hex_str = ' ".join(f'{b:02x}"' for b in data[offset+i:offset+i+16])
ascii_str = ''.join(chr(b) if 32 <= b <= 126 else '.' for b in
data[offset+i:offset+i+16])
print(f" {offset+i:08x}: {hex_str:<48} {ascii_str}")

def main():
filename = 'fat32_disk.img'

if not os.path.exists(filename):
print(f"#w: X {filename} AIAE™)
print("i5iZ1T deep_analyze_vmdk.py #EECFAT32%#E™)
return

print (f" EAESWFAT32M A 5% . {filename}™)
print(f"¢fFk/h: {os.path.getsize(filename)} FFi\n")

with open(filename, 'rb') as f:
data = f.read()

# hrE SR X
boot_info = read_boot_sector(data)

if boot_info is None:
return

# STHTFATER
fat_start, fat_size = analyze_fat_table(data, boot_info)

# TR H 3%
analyze_root_directory(data, boot_info)

# R
search_hidden_data(data)

# WoR51 S X 7St i
hex_dump(data, 0, 512)

# A& mL 2 X
if boot_info['backup_boot'] > 0:
backup_offset = boot_info['backup_boot'] * boot_info['bytes_per_sector']
if backup_offset < len(data):
print(F"\n&E#%H 51 SHEX (h O0x{backup_offset:x}) :")
hex_dump(data, backup_offset, 512)

# KAFSInfolH X
if boot_info['fsinfo_sector'] > 0:
fsinfo_offset = boot_info['fsinfo_sector'] *
boot_info['bytes_per_sector']
if fsinfo_offset < len(data):
print(f"\nfi&FsInfo[X (fmfz Ox{fsinfo_offset:Xx}> :")
hex_dump(data, fsinfo_offset, 512)



if _name__ == "'_main__"':
main()

EEEXER:

#!/usr/bin/env python3
# -*- coding: utf-8 -*-
AT FAT 32 AL 5515
AR PIAFBRIEE S

i

import struct
import os

def read_boot_sector(data):
U FAT325| SRR
print("=" * 60)
print("FAT32 5 SEXIEMH ™)
print("=" * 60)

if len(data) < 512:
print("HHE: HEERADN, ARAKMGISEX")

return None

# AL FHXEL
boot_signature = struct.unpack('<H', data[510:512])[0]
if boot_signature != OxAA55:
print(f"&%d: 5|9 RXELA LR : Ox{boot_signature:04X} (J%iZ&E0XAA55)™)
else:
print("v Sl SEXZELIERH: 0XAA55™)

# Bhite 4
jump = data[0:3]
print(f"Bk#4E4: {jump.hex(O} ({jump[0]:02X3})")

# OEMAFR
oem = data[3:11].decode('ascii', errors="ignore')
print(f"oEM%FK: {oem}™)

# X
bytes_per_sector = struct.unpack('<H', data[11:13])[0]
print(f"4&:H X 544 {bytes_per_sector}")

# TR X E
sectors_per_cluster = data[13]
print(f"&#% X% : {sectors_per_cluster}™)

# PRE B IXHL
reserved_sectors = struct.unpack('<H', data[14:16])[0]

print(f"#£#EFEX%: {reserved_sectors}")

# FATR¥ =



num_fats = data[16]
print(f"FATE%&E: {num_fats}")

# REZXKHE (FAT329#@ % ~0)
root_entries = struct.unpack('<H', data[17:19])[0]
print(f"IHE%H%: {root_entries}")

# R G
total_sectors_small = struct.unpack('<H', data[19:21])[0]
print(f"&EEIXE (/) : {total_sectors_small}")

# BARRRTT
media_desc = data[21]
print (f"#AFIATT: Ox{media_desc:02x3}")

# TFFATHIX %L (FAT12/16)
sectors_per_fat_old = struct.unpack('<H', data[22:24])[0]
print(f"&FATEH X% (IH) : {sectors_per_fat_old}")

# BRI FR X AL
sectors_per_track = struct.unpack('<H', data[24:26])[0]
print (f"&pGiE R X% : {sectors_per_track}")

# HiSH
num_heads = struct.unpack('<H', data[26:28])[0]
print(f"#ik%: {num_heads}")

# BEomEs X 2L
hidden_sectors = struct.unpack('<I', data[28:32])[0]
print(f"[EE X% : {hidden_sectors}")

# REEIXE RO
total_sectors = struct.unpack('<I', data[32:36])[0]
print(f" & XE CK) @ {total_sectors}")

# WFATHIXEL (FAT32)
sectors_per_fat = struct.unpack('<I', data[36:40])[0]
print (f"&FATEHI X% (FAT32) : {sectors_per_fat}")

# ¥ lgbrid
ext_flags = struct.unpack('<H', data[40:42])[0]
print(f"¥ Ehrdi: Ox{ext_flags:04x}")

# SUIERGURAR
fs_version = struct.unpack('<H', data[42:44])[0]
print(f" R4 A : {fs_version}™)

# RHZFES
root_cluster = struct.unpack('<I', data[44:48])[0]
print(f"#H3t#%%: {root_cluster}™)

# FSInfolHIX 5
fsinfo_sector = struct.unpack('<H', data[48:50])[0]

print(f"FSInfof#lX5: {fsinfo_sector}™)

# Kol emX



backup_boot = struct.unpack('<H', data[50:52])[0]
print(f"#&45 $HX: {backup_boot}")

# BITHS
volume_serial = struct.unpack('<I', data[67:71])[0]
print(f"&F%5: Ox{volume_serial:08x}")

# EhR
volume_label = data[71:82].decode('ascii', errors="ignore').strip()
print(f"&hr: "'{volume_label}'")

fs_type = data[82:90].decode('ascii', errors='ignore').strip()
print(f" xRS0 "{fs_type}'")

print("=" * 60)

return {

'bytes_per_sector': bytes_per_sector,
'sectors_per_cluster': sectors_per_cluster,
'reserved_sectors': reserved_sectors,
"num_fats': num_fats,
'sectors_per_fat': sectors_per_fat,
'root_cluster': root_cluster,
'total_sectors': total_sectors if total_sectors > 0 else

total_sectors_small,
'fsinfo_sector': fsinfo_sector,
"backup_boot': backup_boot,
'volume_serial': volume_serial,
'volume_label': volume_label

}

def analyze_fat_table(data, boot_info):
”””éj\$ﬁFATé€" mn
print("\n" + "=" * 60)

print("FATERSH")
print("=" * 60)

bytes_per_sector = boot_info['bytes_per_sector']
reserved_sectors

boot_info['reserved_sectors']

sectors_per_fat = boot_info['sectors_per_fat']
num_fats = boot_info['num_fats"']

# FATRECIANLE
fat_start = reserved_sectors * bytes_per_sector
fat_size = sectors_per_fat * bytes_per_sector

print(f"FATZERIAH%: Ox{fat_start:x} ({fat_start} #I)")
print(f"&AFATE K/N: {fat_size} ")
print(f"FAT#E %= : {num_fats}")

if fat_start + fat_size * num_fats > len(data):
print ("% FATRHEEEUEEE!")

return None, None

# R —AFATR



fatl_data = data[fat_start:fat_start + fat_size]

print(f"\n% —FATEFI64126H ")
for i in range(0, min(64, Ten(fatl_data) // 4)):
offset =1 * 4
if offset + 4 <= len(fatl_data):
entry = struct.unpack('<I', fatl_data[offset:offset+4])[0]
entry_val = entry & OXOFFFFFFF # FAT32f#i (k2847

nn

status =
if i ==
status = " (BUkHARR)"
elif entry_val ==
status = " (W)
elif entry_val == OxOFFFFFF7:
status = " ()"
elif entry_val >= OXOFFFFFF8:
status = " CLHFEHD"

elif entry_val >= 2:
status = f" (JBM% {entry_val})"

if entry_val != 0 or i < 10:
print(f" FAT[{i}]: Ox{entry_val:08x} ({entry_val}){status}")

# WAFATRZ GAHA
print(f"\nfE&FATR EEME. .. ")
zero_entries = sum(1l for i in range(0, Ten(fatl_data), 4)
if struct.unpack('<1', fatl_data[i:i+4])[0] & OXOFFFFFFF
== 0)
print(f" =W H%: {zero_entries}")

# WRAE AFATE, HEEA]
if num_fats > 1:
fat2_start = fat_start + fat_size
fat2_data = data[fat2_start:fat2_start + fat_size]

if fatl_data == fat2_data:
print(f" v BAIFATE —E")
else:
print(f" X WIANFATRA—I! WTREA B B BEE ")
# HRihER
diff_count = 0
for i in range(0, min(len(fatl_data), len(fat2_data)), 4):
if fatl_data[i:i+4] != fat2_data[i:i+4]:
diff_count += 1
if diff_count <= 10:
el = struct.unpack('<1', fatl_data[i:i+4])[0] &
OXOFFFFFFF
e2 = struct.unpack('<1', fat2_data[i:i+4])[0] &
OXOFFFFFFF
print(f" %H {i//4}: FAT1=0x{el:08x},
FAT2=0x{e2:08%x}")
print(f" &ZzEH#: {diff_count}")

return fat_start, fat_size

def analyze_root_directory(data, boot_info):



TR E

print("\n" + "=" * 60)
print("HREFSH")
print("=" * 60)

bytes_per_sector = boot_info['bytes_per_sector']
sectors_per_cluster = boot_info['sectors_per_cluster']
reserved_sectors = boot_info['reserved_sectors']
sectors_per_fat = boot_info['sectors_per_fat']
num_fats = boot_info['num_fats"']

root_cluster = boot_info['root_cluster']

# TFEHEE X e A E
data_start = (reserved_sectors + num_fats * sectors_per_fat) *
bytes_per_sector

# RESRGEMNE (MRHFESIE)

cluster_size = sectors_per_cluster * bytes_per_sector
root_start = data_start + (root_cluster - 2) * cluster_size
print (f" &l XikisFs : Ox{data_start:x} ({data_start} Fii)"
print(f"if H %M mE: Ox{root_start:X} ({root_start} Fii)"

print(f"f&k/N: {cluster_size} FH")
print(f"#E##S: {root_cluster}")

v\

if root_start >= len(data):
print("&dE MR HFmEEEEIEEE )
return

# IR H 34 H (AN H327T)
root_data = data[root_start:root_start + min(cluster_size, len(data) -
root_start)]

print(f"\niEH=E%H:")

entry_count = 0

for i in range(0, Ten(root_data) // 32):
offset = i * 32
entry = root_data[offset:offset+32]

# B N %H

if entry[0] == 0x00:
break

if entry[0] == OxE5:
print(f" Z%H {i}: [CMBRI™
continue

entry_count += 1

# X4 (8FT) + YEAL 3FET)

filename = entry[0:8].decode('ascii', errors='ignore').strip()
ext = entry[8:11].decode('ascii', errors='ignore').strip(Q)
fullname = f"{filename}.{ext}" if ext else filename

# B
attr = entry[11]
attr_str = []



if attr & 0x01l: attr_str.append(' Hi%")
if attr & 0x02: attr_str.append('Faj")
if attr & Ox04: attr_str.append('#%")
if attr & 0x08: attr_str.append('#4r")
if attr & 0x10: attr_str.append('H=")
if attr & 0x20: attr_str.append('VI#4")

# LIRS (E16A77E0x14-0x15, fK16£77E0x1A-0x1B)
cluster_high = struct.unpack('<H', entry[20:22])[0]
cluster_low = struct.unpack('<H', entry[26:28])[0]
cluster = (cluster_high << 16) | cluster_Tlow

# SR
file_size = struct.unpack('<I', entry[28:32])[0]

print(f" 4H {i}: {fullname}™)

print(f" JEPE: Ox{attr:02x} ({', '.join(attr_str) if attr_str else '
MM

print(f" s {cluster}")

print(f" RN {file_size} ™)

print(f" Rk {entry.hex(O}™

print(f"\n G2 H%: {entry_count}")

def search_hidden_data(data):
U 2 SR P S A AR
print("\n" + "=" * 60)
print ("R RGBT )
print("=" * 60)

# HWERE WMCTRARER K

patterns = [
(b'flag{', 'flagk="),
(b'FLAG{', 'FLAGKE"),
(b'ISCTF{', 'ISCTFI&="),
(b'isctf{"', "isctfigs"),
(b'ctf{", 'ctfE"),
(b'CcTF{", 'CTFI"),
("#i%' .encode('utf-8"), '#ik"),
(b'\xe9\x9d\x99", '#iK (UTF-8)"),

found_flags = []
for pattern, desc in patterns:
pos = 0
while True:
pos = data.find(pattern, pos)
if pos == -1:
break
# ZAIEHGE R
if pattern[0] in [b'{'[0], b'('[0]]:
end_pos data.find(b'}', pos) if b'{' in pattern else
data.find(b')', pos)
else:

end_pos = pos + len(pattern) + 50 # 22u{iHUEZ



if end_pos != -1 and end_pos < len(data):
try:
flag = data[pos:end_pos+1].decode('ascii', errors="ignore")
found_flags.append((pos, flag, desc))
except:
pass
pos += 1

if found_flags:
print("\nKIATRERIARE ")
for pos, flag, desc in found_flags:
print(f" W% Ox{pos:x}: {flag[:100]} ({desc})™)
else:
print (" ARKRIFFAER KFFRE™)

# JWRAHTEIASCII 4 5

print("\n#EAFTHIASCITIFAH (KfE>=10, WEXREED ")
current_str = b"'

strings_found = []

for i, byte in enumerate(data):
if 32 <= byte <= 126: # TW{IHIASCII
current_str += bytes([byte])
else:
if Ten(current_str) >= 10:
try:
decoded = current_str.decode('ascii')
if any(keyword in decoded.lower() for keyword in ['flag',
'secret', 'hidden', 'key', 'password', 'isctf', 'ctf', '#i&', 'quiet']):
strings_found.append((i - Ten(current_str), decoded))
except:
pass
current_str = b"'

# RoRIRBI
for offset, s in strings_found[:20]:
print(f" f{wfs Ox{offset:Xx}: {s[:100]}")

def hex_dump(data, offset, length=512):
B VAN il A
print(f"\nfifs Ox{offset:Xx} M+ 5itflFsiE ({Tength} FT) ")
for i in range(0, min(length, len(data) - offset), 16):
hex_str = ' '".join(f'{b:02x}"' for b in data[offset+i:offset+i+16])
ascii_str = "'.join(chr(b) if 32 <= b <= 126 else '.' for b in
data[offset+i:offset+i+16])
print(f" {offset+i:08x}: {hex_str:<48} {ascii_str}")

def main(Q):
filename = 'fat32_disk.img'

if not os.path.exists(filename):
print(f"&#ue: X {filename} AfE{E™)
print("iiz1T deep_analyze_vmdk.py #EHFAT32%#E™)
return

print(f"IEE/HTFAT32f4# 5% : {filename}")



print(f" ¢ K/h: {os.path.getsize(filename)} FIi\n")

with open(filename, 'rb') as f:
data = f.read()

# HTE T X
boot_info = read_boot_sector(data)

if boot_info is None:
return

# SHTFATER
fat_start, fat_size = analyze_fat_table(data, boot_info)

# AT Hx
analyze_root_directory(data, boot_info)

# R EE
search_hidden_data(data)

# o5 T X RS B
hex_dump(data, 0, 512)

# tAEah sl X
if boot_info['backup_boot'] > 0:
backup_offset = boot_info['backup_boot'] * boot_info['bytes_per_sector']
if backup_offset < len(data):
print(f"\ni &4 51 SHX (W Ox{backup_offset:x}) :")
hex_dump(data, backup_offset, 512)

# BEFSInfoi X
if boot_info['fsinfo_sector'] > 0:
fsinfo_offset = boot_info['fsinfo_sector'] *
boot_info['bytes_per_sector']
if fsinfo_offset < len(data):
print(f"\nfE&FSInfolsX (fif Ox{fsinfo_offset:x}) :")
hex_dump(data, fsinfo_offset, 512)

if _name__ == "_main__":
main()

User

BRCIRTAE RFEERfatXIES

Cursor

FoHT FAT TR, BIES:

FATZRAIERIBEAIERM. 1GBEVMDKIHHFFATRINEIMIE, FHEES:



#!/usr/bin/env python3

# _%

LIRIRT]

- coding: utf-8 -*-

BEFAT32 XL RGUIFATIR

LIRIRT]

import struct

import os

def

def

def

read_boot_sector(data):

B e G RS R ) S

bytes_per_sector = struct.unpack('<H', data[11:13])[0]
sectors_per_cluster = data[13]

reserved_sectors = struct.unpack('<H', data[14:16])[0]
num_fats = data[16]

sectors_per_fat = struct.unpack('<I', data[36:40])[0]
root_cluster = struct.unpack('<I', data[44:48])[0]

return {
'bytes_per_sector': bytes_per_sector,
'sectors_per_cluster': sectors_per_cluster,
'reserved_sectors': reserved_sectors,
"num_fats': num_fats,
'sectors_per_fat': sectors_per_fat,
'root_cluster': root_cluster,

find_fat_in_vmdk (vmdk_data, fat_offset_in_image):
" EVMDKCSC A B R FAT R [ SR AL E

# FATRIEEZ WL 2 fat_offset_in_image

# ALEVMDKSCAF T, Bi15 A0X600007F 45

vmdk_fat_offset = 0x60000 + fat_offset_in_image

if vmdk_fat_offset < len(vmdk_data):
return vmdk_fat_offset
return None

analyze_and_fix_fat(vmdk_file, output_file):
AT E R FATR

print("=" * 60)

print("FAT32 FATEMBE TH™)

print("=" * 60)

with open(vmdk_file, 'rb') as f:
vmdk_data = f.read()

# FAT32%i1% )0x60000FF 45
image_start = 0x60000
if image_start >= len(vmdk_data):

print("#iiE: VMDKICHER/DN, HAFIFATI2E45™)
return

fat32_data = vmdk_data[image_start:]

if len(fat32_data) < 512:



print ("HHR: FAT32E B EHE RN
return

# s SR X
boot_info = read_boot_sector(fat32_data)

print(f"\n3| SmXMEL:")

print(f" &)X 7% {boot_info['bytes_per_sector']}")
print(f" HHHEX%: {boot_info['reserved_sectors']}")
print(f" FATE%=: {boot_info['num_fats']}")

print(f" 4&FATHIX%: {boot_info['sectors_per_fat']}")
print(f" MWHZ#ES: {boot_info['root_cluster']}")

# IHEFATRME

fat_start_in_image = boot_info['reserved_sectors'] *
boot_info['bytes_per_sector']

fat_size = boot_info['sectors_per_fat'] * boot_info['bytes_per_sector']

print(f"\nFATEEE:")

print(f" 7EHGTRMmZ: Ox{fat_start_in_image:Xx} ({fat_start_in_image} F7i)")
print(f" SAFATE K/ : {fat_size} F1i")

print(f" HifEsihrk/h: {Ten(fat32_data)} +4")

# KEFATR S EIERBIEE N

if fat_start_in_image + fat_size * boot_info[ 'num_fats'] > Ten(fat32_data):
print(f'\n%&%E: FATRBHEGEE ™)
print(f" H#: {fat_start_in_image + fat_size * boot_info['num_fats']} ¥

print(f" Sfr: {len(fat32_data)} F#7i")
print(f" #t/: {fat_start_in_image + fat_size * boot_info['num_fats'] -
Ten(fat32_data)} i)

# SA/EVMDK S B R FATSR
vmdk_fat_start = image_start + fat_start_in_image
if vmdk_fat_start < len(vmdk_data):
print (f"\n7EVMDK A rH E3RFATR (fs Ox{vmdk_fat_start:x})...")
# INFATE
available_size = min(fat_size, len(vmdk_data) - vmdk_fat_start)
fatl_data = vmdk_data[vmdk_fat_start:vmdk_fat_start + available_size]

print(f" 3 {len(fatl_data)} FIMFATEEEE")

# BAFATRATLAN%H
print(f"\nFATEAI32/12%H:")
for i in range(0, min(32, len(fatl_data) // 4)):
offset =1 * 4
if offset + 4 <= len(fatl_data):
entry = struct.unpack('<I', fatl datal[offset:offset+4])[0]
entry_val = entry & OXOFFFFFFF

if entry_val != 0 or i < 10:
status = ""
if i == 0:
status = " (BfAHARR)"
elif entry_val == 0:
status = " (ZFH)"

elif entry_val == OxOFFFFFF7:



status = " CGAE)"
elif entry_val >= OxOFFFFFF8:

status = " (CUfFEH)"
print(f" FAT[{i}]: Ox{entry_val:08x} ({entry_val})
{status}")
else:
print(f"#i%: FATRALE B HVMDKSCAETER™)
return
else:

# FATRAEBRTGHEN

fatl_data = fat32_data[fat_start_in_image:fat_start_in_image + fat_size]
print(f"\nv FATR/EEGEEN")

print(f" H# {len(fatl_data)} FHMFATEEEE™)

# MARGHS - NFATER

if boot_info['num_fats'] > 1:
fat2_start_in_image = fat_start_in_image + fat_size
vmdk_fat2_start = image_start + fat2_start_in_image

if vmdk_fat2_start < len(vmdk_data):
available_size = min(fat_size, Ten(vmdk_data) - vmdk_fat2_start)
fat2_data = vmdk_data[vmdk_fat2_start:vmdk_fat2_start +
available_size]

print(f"\nf &% A FATE (W Ox{vmdk_fat2_start:x})...")
print(f" #E# {len(fat2_data)} #H")

# LRI FATER
min_size = min(len(fatl_data), Ten(fat2_data))

if fatl_datal[:min_size] == fat2_data[:min_size]:
print(f" v PINFATE ")

else:
print(f" X BWAFATEA—E! ")
# HLHER

diff_count = 0
for i in range(0, min_size, 4):
if fatl_data[i:i+4] != fat2_data[i:i+4]:
diff_count += 1
if diff_count <= 10:
el = struct.unpack('<1', fatl_data[i:i+4])[0] &
OXOFFFFFFF
e2 = struct.unpack('<1', fat2_data[i:i+4])[0] &
OXOFFFFFFF
print(f" %H {i//4}: FAT1=0x{el:08x},
FAT2=0x{e2:08%x}")

if diff_count > O:
print(f" RZER#: {diff_count}")
print(f"\nf8& : BEFAT2EHINFATIEIA. .. ")
# 1BHFAT2
vmdk_data_fixed = bytearray(vmdk_data)
vimdk_data_fixed[vmdk_fat2_start:vmdk_fat2_start + min_size] =
fatl_data[:min_size]

with open(output_file, 'wb') as f:
f.write(vmdk_data_f1ixed)



print(f" v 2BEHHETE: {output_file}")
return True

# MEFATRE A A BRI
print(f"\niG&EFATR %M. . .")

# FATHREE—A5 H NAZRBARIR ST (8% Z20X0FFFFFF8)
first_entry = struct.unpack('<I', fatl_data[0:4])[0] & OxOFFFFFFF
if first_entry != OxOFFFFFF8:
print(f" i FAT[O]MNi%EO0XOFFFFFF8, SZfr0x{first_entry:08x}")
# BEE—1%H
print(f" MBEFAT[0]...")
vmdk_data_fixed = bytearray(vmdk_data)
fixed_entry = struct.pack('<I', OxOFFFFFF8)
vmdk_fat_start = image_start + fat_start_in_image
vmdk_data_fixed[vmdk_fat_start:vmdk_fat_start+4] = fixed_entry

# MREHE _AFATER, HiEEE
if boot_info['num_fats'] > 1:
vmdk_fat2_start = image_start + fat_start_in_image + fat_size
if vmdk_fat2_start < len(vmdk_data_fixed):
vmdk_data_fixed[vmdk_fat2_start:vmdk_fat2_start+4] = fixed_entry

with open(output_file, 'wb') as f:
f.write(vmdk_data_fixed)

print(f" v OEEIFGAFE: {output_file}")

return True

print (f"\nA& &M EFIFATERSIR™)
return False

def main(Q):
vmdk_file = "1.vmdk'
output_file = '1_fixed.vmdk'

if not os.path.exists(vmdk_file):
print(f"4#5i%: X {vmdk_file} AAFAE")
return

print(f"IEESHIFEE: {vmdk_file}")
print(f"fdiscff: {output_file}\n")

fixed = analyze_and_fix_fat(vmdk_file, output_file)

if fixed:

print(f"\n{'="*60}")

print("EEEM! ")

print(f"{'="*60}")
else:

print (F"\nn] G gt — 0 7 B FAT R 1 Ho A o /)

if _name__ == "'_main__":

main(Q)



WER_AFATER, FHERMNFATRES—E

#!/usr/bin/env python3
# -*- coding: utf-8 -*-

i

K2 I8 FAT32 I AN FAT R

i

import struct
import os

def main(Q):
vmdk_file = '"1.vmdk'
output_file = '1_fixed.vmdk'

with open(vmdk_file, 'rb') as f:
vmdk_data = bytearray(f.read())

# FAT32%51% M0x60000H 45
image_start = 0x60000
boot_sector = vmdk_data[image_start:image_start+512]

# S S X AR R

bytes_per_sector = struct.unpack('<H', boot_sector[11:13])[0]
reserved_sectors = struct.unpack('<H', boot_sector[14:16])[0]
num_fats = boot_sector[16]

sectors_per_fat = struct.unpack('<I', boot_sector[36:40])[0]

fat_start_in_image = reserved_sectors * bytes_per_sector
fat_size = sectors_per_fat * bytes_per_sector

fatl_start = image_start + fat_start_in_image
fat2_start = fatl_start + fat_size

print("=" * 60)

print("FATRKEFEE™)

print("=" * 60)

print(f"FATLE/E : Ox{fatl_start:x}")
print(f"FAT2iL4517 & : Ox{fat2_start:x}")
print(f"&ANFATE KN : {fat_size} F#H")

# BHNAFATER
available_size = min(fat_size, len(vmdk_data) - fatl_start)
fatl_data = vmdk_data[fatl_start:fatl_start + available_size]

available_size2 = min(fat_size, Ten(vmdk_data) - fat2_start)
fat2_data = vmdk_data[fat2_start:fat2_start + available_size2]

print(f"\nFAT1Zfr K/h: {Ten(fatl_data)} F7i")
print(f"FAT2:EZPr K/h: {len(fat2_data)} FF'")

# WWRMNAFATE

min_size = min(len(fatl_data), len(fat2_data))

if fatl_data[:min_size] == fat2_data[:min_size]:
print(f"\nv MWAFATE ")



else:
print(f"\nX WANFATERA—Z! ")

# L PTAER
differences = []
for i in range(0, min_size, 4):
if fatl_data[i:i1+4] != fat2_data[i:i+4]:
el = struct.unpack('<1', fatl_datal[i:i+4])[0] & OxOFFFFFFF
e2 = struct.unpack('<1', fat2_data[i:i+4])[0] & OXOFFFFFFF
differences.append((i // 4, el, e2))

print(f"%&¥ {len(differences)} I%==:")
for idx, (entry_num, el, e2) in enumerate(differences[:20]):
print(f" %H {entry_num}: FAT1=0x{el:08X}, FAT2=0x{e2:08Xx}")
if len(differences) > 20:
print(f" ... &7 {len(differences) - 20} H==®")

# BE. KFAT2EHIAFATL
print(f"\nf2&: KFAT2EH NFATIHIEIA. .. ")
vmdk_data[fat2_start:fat2_start + len(fatl_data)] = fatl_data

with open(output_file, 'wb') as f:
f.write(vmdk_data)

print(f"v 2BEIrF2]: {output_file}")

# WRiFER
with open(output_file, 'rb') as f:
fixed_data = f.read()
fat2_fixed = fixed_data[fat2_start:fat2_start + len(fatl_data)]
if fatl_data == fat2_fixed:
print(f"v KiE: FAT2CRIMEE NFATIHIEIA")
else:
print(f"X RiERE™)

# KA FATR HUR A REl(E 2
print(f"\nfE&FATRF G FRMELE. .. ")

# HRATFENFAF
for fat_num, fat_data in enumerate([fatl_data, fat2_data], 1):
print (f"\nFAT{fat_num} {75 ")
current_str = b"'
for i, byte in enumerate(fat_data):
if 32 <= byte <= 126:
current_str += bytes([byte])
else:
if len(current_str) >= 8:
try:
decoded = current_str.decode('ascii')
if any(keyword in decoded.lower() for keyword in ['flag',
"isctf', 'ctf', 'secret', 'hidden']):
offset = i - len(current_str)
print(f" % Ox{offset:X} (% H {offset//4}):
{decoded[:80]}")
except:
pass



current_str = b""'

# KEFATZ H P15 1E
print(f"\nfE&EFATZAHH M REME. ..")
for fat_num, fat_data in enumerate([fatl_data, fat2_data], 1):
suspicious_entries = []
for i in range(0, min(1000, len(fat_data) // 4), 4):
entry = struct.unpack('<1', fat_data[i:i+4])[0] & OxOFFFFFFF
# RAERSA R RIME (7R REEEE)
if entry > OXOFFFFFFF or (entry > 1000 and entry < OxOFFFFFFO):
# RAEXAME RS T RERASCIT A M S
entry_bytes = struct.pack('<I', entry)
if al1(32 <= b <= 126 for b in entry_bytes[:3]):

try:
ascii_str = entry_bytes[:3].decode('ascii')
suspicious_entries.append((i // 4, entry, ascii_str))
except:

pass

if suspicious_entries:
print(f"\nFAT{fat_num}nl4escH ")
for entry_num, entry_val, ascii_str in suspicious_entries[:20]:
print(f" 4H {entry_num}: Ox{entry_val:08x} (R[fe@ & :
{ascii_str})")

if _name__ == "_main__"
main()

FAT2 8RR (K/N90) |, IXAJRERIAREFAIE. 125 1§ FAT1 262 FAT2 L&,

#!/usr/bin/env python3
# -*- coding: utf-8 -*-

LIRIRT]

BRI IFAT2 R

i

import struct
import os

def main(Q):
vimdk_file = '1.vmdk'
output_file = '1_fixed.vmdk'

print("=" * 60)
print("&EFAT2E™)
print("=" * 60)

with open(vmdk_file, 'rb') as f:
vmdk_data = bytearray(f.read())

# FAT32%5i1% M 0x600007F %5
image_start = 0x60000
boot_sector = vmdk_data[image_start:image_start+512]



# G S E XS R
bytes_per_sector
reserved_sectors

struct.unpack('<H', boot_sector[11:13])[0]
struct.unpack('<H', boot_sector[14:16])[0]
num_fats = boot_sector[16]

sectors_per_fat = struct.unpack('<I', boot_sector[36:40])[0]

fat_start_in_image = reserved_sectors * bytes_per_sector
fat_size = sectors_per_fat * bytes_per_sector

fatl_start = image_start + fat_start_in_image

fat2_start fatl_start + fat_size

print(f"FATLEIG/ZE : Ox{fatl_start:x}")
print(f"FAT2iCUG1 B : Ox{fat2_start:Xx}")
print(f"&AFATE K/ : {fat_size} FT")

# EHLFATL
available_size = min(fat_size, Ten(vmdk_data) - fatl_start)
fatl_data = vmdk_data[fatl_start:fatl_start + available_size]

print(f"\nFAT13prk/N: {Ten(fatl_data)} FH")

# WAFAT2ALE
if fat2_start >= Ten(vmdk_data):
print(f"\nZ% 1 FAT2{7 & H SR
print(f" FEYECMF: Ox{fat2_start + fat_size:X}")
# 9
vmdk_data.extend(b'\x00"' * (fat2_start + fat_size - len(vmdk_data)))
print(f" Oy ExHF: {Ten(vmdk_data)} ")
else:
fat2_available = len(vmdk_data) - fat2_start
print(f"FAT20] =5[] {fat2_available} F7i")

# JGFATLE HIFIFAT2

print(f"\nFAT1IEH|ZIFAT2ME ... ")

copy_size = min(len(fatl_data), len(vmdk_data) - fat2_start)
vmdk_data[fat2_start:fat2_start + copy_size] = fatl_datal[:copy_size]

print(f" &l {copy_size} FI")

# RAFBEEJE IS
with open(output_file, 'wb') as f:
f.write(vmdk_data)

print(f"\nv CEEHRFE]: {output_file}™)

# BE

print(F"\n¥iFBELE...")

with open(output_file, 'rb') as f:
fixed_data = f.read()

fatl_check
fat2_check

fixed_data[fatl_start:fatl_start + copy_size]
fixed_data[fat2_start:fat2_start + copy_size]

if fatl_check == fat2_check:
print(f"v FAT2CHINMESE NFATIIREIA™)



else:
print(f"X IGuERM™)

# ARG BSOS ] AR 2 s 2
print(f"\nii &R )5 CHFFREARBRER. ..")

# HWERIrERKNX

patterns = [
(b'1SCTF{', "ISCTF#&"),
(b'isctf{", "isctfigl"),
(b'FLAG{', 'FLAGIKZ'"),
(b'flag{', 'flagk="),

for pattern, desc in patterns:
pos = fixed_data.find(pattern)

if pos !I= -1:
end_pos = fixed_data.find(b'}', pos)
if end_pos !'= -1:

flag = fixed_data[pos:end_pos+1].decode('ascii', errors='ignore")
print(f" KIl{desc}Effs Ox{pos:X}: {flag}")

if _name__ == '_main__":
main()

FAT2 BI2E. DITEERMNXHERSE, EXREEER:

#!/usr/bin/env python3
# -*- coding: utf-8 -*-

LIRIRT]

MBS G IFAT32 304 R 45 rh F2 A

i

import struct
import os

def read_boot_sector(data):
MU S X AR R
bytes_per_sector = struct.unpack('<H', data[11:13])[0]
sectors_per_cluster = data[13]
reserved_sectors = struct.unpack('<H', data[14:16])[0]
num_fats = data[16]
sectors_per_fat = struct.unpack('<I', data[36:40])[0]
root_cluster = struct.unpack('<I', data[44:48])[0]

return {
'bytes_per_sector': bytes_per_sector,
'sectors_per_cluster': sectors_per_cluster,
'reserved_sectors': reserved_sectors,
"num_fats': num_fats,
'sectors_per_fat': sectors_per_fat,
'root_cluster': root_cluster,



def read_fat_entry(fat_data, cluster):
"M AT R A E
if cluster * 4 + 4 > len(fat_data):
return OxOFFFFFFF
entry = struct.unpack('<1', fat_data[cluster * 4:cluster * 4 + 4])[0]
return entry & OxOFFFFFFF

def read_cluster_chain(fat_data, start_cluster, cluster_size):
MR
clusters = []
current = start_cluster

while current < OXOFFFFFF8:
if current == 0 or current == OXOFFFFFF7:
break
clusters.append(current)
current = read_fat_entry(fat_data, current)
if len(clusters) > 10000: # PiibTPRIEI
break

return clusters

def read_directory_entry(entry_data):
U E A E
if entry_data[0] == Ox00 or entry_data[0] == OxE5:
return None

# HOA

filename = entry_data[0:8].decode('ascii', errors='ignore').strip(Q)
ext = entry_data[8:11].decode('ascii', errors="ignore').strip()
fullname = f"{filename}.{ext}" if ext else filename

attr = entry_data[11l]

cluster_high = struct.unpack('<H', entry_data[20:22])[0]
cluster_low = struct.unpack('<H', entry_data[26:28])[0]
cluster = (cluster_high << 16) | cluster_low

file_size = struct.unpack('<I', entry_data[28:32])[0]

return {
"name': fullname,
'attr': attr,
'cluster': cluster,
'size': file_size,
'is_dir': bool(attr & 0x10),
'is_hidden': bool(attr & 0x02),

def extract_file(vmdk_data, boot_info, fat_data, entry, output_dir):
B/ Y S
if entry['cluster'] < 2:
return

cluster_size = boot_info['sectors_per_cluster'] *
boot_info['bytes_per_sector']

data_start = (boot_info['reserved_sectors'] + boot_info['num_fats'] *
boot_info['sectors_per_fat']) * boot_info['bytes_per_sector']



clusters = read_cluster_chain(fat_data, entry['cluster'], cluster_size)

file_data = b'"'
for cluster in clusters:
cluster_offset = data_start + (cluster - 2) * cluster_size
if cluster_offset + cluster_size <= Ten(vmdk_data):
file_data += vmdk_data[cluster_offset:cluster_offset + cluster_size]
else:
break

# AT R SEBR SR/

file_data = file_data[:entry['size']]
# RAF S
safe_name = entry['name'].replace(' ', '_").replace(C'.', '_")

output_path = os.path.join(output_dir, safe_name)

with open(output_path, 'wb') as f:
f.write(file_data)

print(f" #&H: {entry['name']} -> {output_path} ({len(file_data)} #I)")

def main():
vimdk_file = '1_fixed.vmdk'
output_dir = 'extracted_files'

print("=" * 60)
print("MEEJGIIFAT32 A R FEHUCCAE")
print("=" * 60)

if not os.path.exists(vmdk_file):
print(f"4i%: o {vmdk_file} AAEE™)
print("iE4cig1T repair_fat2.py BEFATE")
return

os.makedirs(output_dir, exist_ok=True)

with open(vmdk_file, 'rb') as f:
vmdk_data = f.read()

# FAT32%:1% )0x60000 745
image_start = 0x60000
fat32_data = vmdk_data[image_start:]

if len(fat32_data) < 512:
print("ii%: FAT32%E KN
return

boot_info = read_boot_sector(fat32_data)

# INFATER

fat_start = boot_info['reserved_sectors'] * boot_info['bytes_per_sector']
fat_size = boot_info['sectors_per_fat'] * boot_info[ 'bytes_per_sector']
fat_data = fat32_data[fat_start:fat_start + fat_size]



print(f"\nFAT K/h: {len(fat_data)} Fi")

# LHUR H S

data_start = (boot_info['reserved_sectors'] + boot_info['num_fats'] *
boot_info['sectors_per_fat']) * boot_info['bytes_per_sector']

cluster_size = boot_info['sectors_per_cluster'] *
boot_info['bytes_per_sector']

root_start = data_start + (boot_info['root_cluster'] - 2) * cluster_size

print(f"# 04245 Ox{root_start:x}")

if root_start >= len(fat32_data):
print (S MR HEHEIEEE)
# SRTEVMDKSC £ 4k
root_start_vmdk = image_start + root_start
if root_start_vmdk < len(vmdk_data):

root_data = vmdk_data[root_start_vmdk:root_start_vmdk + cluster_size]
else:
print("HiR: TERIEMRE ")
return
else:
root_data = fat32_data[root_start:root_start + cluster_size]

# EHURH%H
print(f"\niEBUR H3&H...™)
entries = []
for i in range(0, Ten(root_data), 32):
entry_data = root_data[i:i+32]
entry = read_directory_entry(entry_data)
if entry:
entries.append(entry)
print(f" K¥l: {entry['name']} (#%: {entry['cluster']}, K/h:
{entry['size']l} %, {"Hz#" if entry['is_dir'] else 't#'}, {'Bajk' if
entry['is_hidden'] else "RA[IL'})"™)

# IO
print(F"\n#HCCfHF. .. ")
for entry in entries:
if not entry['is_dir'] and entry['size'] > O:
extract_file(vmdk_data, boot_info, fat_data, entry, output_dir)

# HWREER
print(f"\n#RERELS...")
patterns = [
(b'1scTF{', 'ISCTF{%"),
(b'isctf{', "isctfig"),
(b'FLAG{', 'FLAGH'"),
(b'flag{', 'flagi'),

for pattern, desc in patterns:
pos = vmdk_data.find(pattern)

if pos != -1:
end_pos = vmdk_data.find(b'}"', pos)
if end_pos != -1:

flag = vmdk_data[pos:end_pos+1].decode('ascii', errors="ignore")



print(f" KIl{desc}Efmfs Ox{pos:X}: {flag}")

if _name__ == "'_main__":
main()



	CTF作业：修复FAT32文件系统

